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Abstract

Abstract

The stigma associated with offensive cyber operations should 
be retired, as should attributing it to the fear of the unknown. The 
following research reviews the economic consequences of three major 
cyberattacks by state actors that are among the most economically 
impactful cyber catastrophe events in history to determine the extent 
to which unintended damage, long a cyber operations taboo, had any 
meaningful effect. A review of these three cases—Yaha, WannaCry, 
and NotPetya—shows that the potential impact of cyber operations is 
much smaller than previously feared, allowing for military leaders to 
get past the stigma associated with this form of engagement. Given 
the transitory nature of cyber weapons, the increased use of offensive 
cyber operations may in fact be de-escalatory, obviating the need for 
traditional weapons in some cases. The result is a unique opportunity 
to advance U.S. capabilities in irregular warfare through the improved 
use of cyber capabilities within the special operations environment

iii
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Introduction

Introduction

Some have contended that cyber operations are packed with 
cataclysmic potential and a high risk of unintended consequences. 
From “[p]olicymaker skittishness” to “hyperbolic narratives” and 
inflammatory language, it is easy to see why the advocates for 
offensive cyber operations “struggle against a visceral discomfort” in 
those who do not.1 Even though cyber operations have not led to vast 
unintended consequences with subsequent escalation, the threat of 
such a situation tends to be couched in the word “yet,”2 as if to say 
that the arrival of profound cyber catastrophe is merely a matter of 
time. The view that a “war in the 
wires”3 is on the horizon seems 
impossible to shake, and this has 
translated to a stigma associated 
with cyber operations—with 
public perception a major factor.4 
The notion that too much can 
go wrong too quickly has cost 
military leadership an important, 
useful, and de‑escalatory form of irregular warfare (IW). 

Is the use of cyber operations unnecessarily constrained by the 
belief that it could cause too much harm, intentionally or otherwise? 
The question looks specifically at what has been called “spillover” 
risk5—i.e., the concern that a cyberattack can lead to unintended 
victims outside the intended target—also known as “cyber collateral 
damage.”6 This includes the risk that such spillover could lead to 
engagement by those inadvertently attacked or other forms of 
escalation. The probing of this question focuses on cyber operations 
intended to cause impact to the target, with that impact measured in 
economic form, given that loss of life and property damage have been 
thin at best, if present at all.7 Given that the damage caused by cyber 

The notion that too much 
can go wrong too quickly 
has cost military leadership 
an important, useful, and 
de‑escalatory form of  
irregular warfare.
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weapons is seen as transitory and reversible, there could be significant 

benefit in removing the stigma and increasing the use of offensive 

cyber operations. 

Cyberwar has not been prosecuted to profound effect,8 and the 

consequences of cyber catastrophes in general (used as a proxy for 

war, absent the effective use of 

cyberwar) have been extremely 

limited.9 However, the stigma 

has persisted, and it is time for 

that to change. Debunking the 

perception that cyber operations 

are potentially catastrophic—

specifically by analyzing the 

economic harm caused by past 

events—challenges the belief that such weapons are inherently 

uncontrollable. This reassessment suggests cyber or kinetic retaliation 

in response to unintended impacts is not necessarily inevitable. 

Evidence of past economic experience provides a foundation for 

suggesting the increased use of cyber operations as an alternative to 

other forms of coercive statecraft or military activity. 

Simply put, the taboo associated with offensive cyber operations—

because they could cause vast unintended consequences leading to 

diplomatic or military reprisals—is a dated concept that impedes the 

use of cyber capabilities to productive effect in statecraft and as an 

alternative to kinetic operations.10 In reality, there is no centralized 

U.S. agency or department tasked with analyzing and projecting the 

consequences of a cyberattack.11 Further, there is evidence that the 

unintended effects have been generalized and frequently overstated.12 

That said, cyber operations can be an effective tool to engage in IW 

activities against adversaries—or to supplement a broader military 

and diplomatic engagement. Because of this, even though “special 

operations and cyber operations may seem worlds apart from each 

other,”13 there are “missions that span the gap between peacetime  

and war.”14

There is no centralized 
U.S. agency or department 
tasked with analyzing 
and projecting the 
consequences of  
a cyberattack. 
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Rather than shy away from cyber operations, states should 
contemplate using them more frequently to accomplish their 
diplomatic and military objectives without having to resort to  
more coercive tactics that may lead to dangerous consequences. 
The use of cyber operations to drive disproportionate outcomes 
through asymmetric and IW integrates closely into the 
special operations forces (SOF) toolkit as “ODAs also have an 
unparalleled capacity to integrate cyber and space assets with 
on-the-ground networks.”15 
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What was offered with alarmism in 1993 was reduced to a 
whimper 20 years later. As conceived in the early days of the 
commercial Internet, cyberwar was believed to have the potential to 
affect vast worldwide physical and economic carnage through a few 
keystrokes. The original thinkers on this subject, John Arquilla and 
David Ronfeldt,16 deemed cyberwar “likely”17 and claimed that it 
“may be to the 21st century what blitzkrieg was to the 20th 
century.”18 They explained in great detail the subtle differences 
between ‘netwar’ (societal) and ‘cyberwar’ (military),19 the historical 
context behind both, and the potential future implications of this 
“military technology revolution.”20 

Historical Context

Historical Context

The common cyberwar narrative often relies on hyperbolic imagery to suggest a level 
of physical and economic carnage that has never materialized in reality. Empirical 
data reveals that most economic impact from cyber events actually occurred before 
2008, with modern state-actor operations like WannaCry and NotPetya resulting in 
manageable losses that pale in comparison to natural disasters.  (Adobe Stock image 
by beebright)
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Of course, the presumed godfathers of cyberwar had little in the 
way of experience and empirical evidence available to them, and 
historical analogies can only be stretched so far—a problem recognized 
for cyberwar in particular.21 Without direct precedent, the use of non-
war cyber catastrophe events becomes an effective proxy—a proxy 
and practice which necessarily continues through today for the same 
reasons (i.e., a lack of relevant precedent). For this, the “Morris Worm” 
is useful.22 The 1988 cyberattack, of sorts, was really “an experiment 
gone awry,” in which a graduate student at Cornell University 
crashed 10 percent of the world’s internet-connected computers 
(approximately 6,000).23 The worm’s author, Robert Tappan Morris, 
became the first person “criminally convicted under the Computer 
Fraud and Abuse Act,”24 resulting in 400 hours of community service 
and fines exceeding $10,000. If not directly inspired by the Morris 
Worm only five years earlier, the strategic environment contemplated 
by Arquilla and Ronfeldt is at least consistent with it. The rapid 
transmission of warlike activity via the cyber domain was virtually 
assured, with “combat waged fast and from afar,”25 and little in the 
way to impede the onward march of goose-stepping bits and bytes. 
However, this was never going to be the case. 

The free flow of chaos experienced with the Morris Worm—which 
caused both “military and university functions” to slow “to a crawl”26 —
was a function of its era, where the internet was small, new, and limited 
to a niche cadre of users. Since then, the effects of broad cyberattacks 
have fallen, at least as evident from an analysis of the economic effects 
of cyber catastrophe, which have 92.7 percent of economic losses from 
such events from 1998–2024 occurring before 2008.27

Before 1998, though, the amount of activity (economic or otherwise) 
resident on the internet remained small, despite the rapid expansion 
of the internet into businesses and homes. From being able to 
‘communicate at-will with 10 million people all over the world’ in 
1993 to 24 million in the U.S. and Canada alone by 1995, fast growth 
came on a small base.28 By 1999, internet activity in the U.S. could 
be measured in economic terms, rather than just by users, and it 
accounted for hundreds of billions of dollars.29 The internet had 
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become big, important, penetrated, and familiar enough to represent 
a budding domain of operations, but it was still sufficiently small that 
potential distant future effects would remain more disconcerting 
than possible near-term impacts. Further, internet-related growth 
and prosperity came at a unique time in the international relations 
environment. Both the fall of the Berlin Wall (1989) and the dissolution 
of the Soviet Union (1993) led to a decade of U.S./western unipolarity,30 
limiting the likelihood that views on the nature and effectiveness 
of cyberwar would be tested. That would have to wait for Russia to 
reconstitute as a regional power. 

RUSSIA WITHOUT RESULTS
The first signs of conflict via the cyber domain appear to have 

arisen in 2007 and 2008: Russia’s cyberattacks on Tallin, Estonia, in 
2007 have been described as the “first known cyber-attack on an 
entire country,” and thus arguably, the first true attempt at cyberwar.31 
The claim offers more bravado than analysis. A NATO assessment 
observes “significant disruption, cost, and embarrassment” from the 
attacks and laments that “citizens who had enthusiastically adopted 
internet services were unable to access them reliably.”32 However, 
this perspective comes without any meaningful indication of scale. 
Perhaps more important is that the effects of the cyberattacks did 
not last nearly as long as NATO’s response. After all, NATO used the 
2007 event as the impetus to commit to cyber and launch the NATO 
Cooperative Cyber Defence Centre of Excellence in Tallinn.33 

Further attempts by Russia to exert its will across the former Soviet 
bloc via the cyber domain were similarly ineffective. In 2008, Russia 
integrated cyber operations into its invasion of Georgia, although 
the consensus is that those operations had almost no strategic 
impact.34 The same was true of Russian attempts to engage in acts 
of cyberwarfare in Ukraine following its 2014 invasion. Finally, the 
2022 invasion of Ukraine was expected to be the defining moment for 
cyberwar,35 30 years in the making, yet reality failed to deliver on those 
expectations.36 The revolution expected in 1993 thus was tested in 
2007 and had fizzled in all practical senses by 2022. 
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THE CURRENT STATE OF CYBERWAR
Against the backdrop of attempted cyberwar in the former Soviet 

bloc, it should come as no surprise that the next wave of scholarship 
on cyberwar was decidedly different from what had preceded it. 
Thomas Rid famously proclaimed in 2012 that the “[c]yber war will 
not take place!”37 Anchored in the Clausewitzian tradition, in which 
war represents a continuation of politics by other means,38 with those 
means violent and focused on a specific end result,39 Rid’s views note 
the inability of cyberattacks to cause the non-metaphorical violence 
specified by Clausewitz. Although Rid’s claims that cyberattacks 
cannot destroy a building or cause loss of life40 were later challenged,41 
the limited instances in which such losses occurred have served to 
demonstrate the inability of cyberattacks to scale as a destructive 
force. The cyberwar, it seems, really will not take place, as Rid claims. 
In fact, the limited capabilities of cyber weapons, operations, and war 
have become the focus of increasing scholarly attention.

For example, James Lewis explains, “A cyberattack is not a nuclear 
weapon, and it is intellectually lazy to equate them to nuclear 
weapons,” adding that it “is easier to imagine a cyber catastrophe than 
to produce it.”42 The classical belief that cyber can be “everything, 
everywhere, all at once”43 is more hype than reality, and the notion 
that widespread damage can be caused via cyber operations in a 
short span of time is not only unrealistic, as Lewis observes, but utterly 
without past impact. This is evidenced not just by Russia’s experience 
but also in a review of the limited economic effects of attempted acts 
of cyberwar and non-war cyber operations since 1998.44 

Further, cyberwar is nowhere to be found among the most 
economically impactful cyberattacks since at least 1998. Russia’s 
cyberattacks against Estonia in 200745 and Georgia in 200846 are not 
known to have been profoundly economically damaging. The 
impermanence and reversibility of cyber damage and the fact that 
both are smaller and less economically developed countries 
(particularly at the time) support the contention that the economic 
impacts from Russian activity would fall short of the thresholds 
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delineated above. The 2015 Russian attack on Ukraine’s power grid 
was minimally impactful, with only 230,000 people losing power for 
up to six hours, suggesting minimal economic effect.47 Following the 
2022 invasion of Ukraine, the economic effects of Russia’s 
cyberattacks were minimal in comparison to the first-year estimated 
economic damage of $600 billion (according to the Kyiv School of 
Economics48), with recorded impact limited to the $200 million 
insurance claim by Viasat.49

The largest cyber catastrophe events have not been large in terms 
of economic impact (particularly compared to natural disasters50), 
and acts of cyberwar have failed to reach even the economic levels 
achieved by cyber catastrophes. Moreover, caveating the lack of 
historical precedent for cyberwar 
still tends to fail to live up to 
the standard defined by Rid. 
Cyberwar is unlikely, and if it  
does occur with any scale, it 
would still comprise a small 
portion of the economic 
impact of the corresponding 
kinetic activity. What begins 
as a “cyberwar” —or more realistically, a cyber operation—is likely 
to end in something more physical. Although there have been 
no compelling economic losses from cyberwar, a look at broader 
historical loss activity, to include what can be ascribed to state actors, 
provides the necessary framework for demystifying the potential 
effects of cyberwar and facilitating their more robust inclusion into 
the IW agenda.

FEAR OF PROPAGATION
The mitigating factors associated with the history of cyberwar 

(whether successful or merely potential) remain counterbalanced by 
the fear of propagation. Cyber has been called “borderless,”51 with the 
lack of limiting geography used to imply that the risk is “everything, 
everywhere, all at once.”52 Although the historical record with rapid and 

Cyber has been called 
“borderless,” with the 
lack of limiting geography 
used to imply that the 
risk is “everything, 
everywhere, all at once.” 
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mass propagation—to profound economic effect—is virtually 
nonexistent,53 the notion that rivers and mountain ranges  
cannot contain the cyber domain is a persistent concern.54  
Further, this narrative has been fed by several instances of  
uncontrolled cyberattacks. 

Stuxnet and NotPetya are among the cyber events that can lead to 
concern about unintended consequences and a loss of control. Stuxnet 
was used in a cyberattack on the Natanz nuclear enrichment plant,55 in 
an effort to slow Iran’s progress toward its nuclear ambitions. It was a 
“third option” sought, between doing nothing and engaging in kinetic 
activity.56 However, the attack “spread, apparently accidentally, far 
beyond the targeted nuclear enrichment plant in Natanz,”57 although 
without further effect and was discovered publicly in 2010. Seven 
years later, Russia’s defense intelligence agency (GRU) targeted 
Ukraine with the NotPetya malware.58 A wiper (intended to delete 
data) masquerading as ransomware,59 NotPetya was of questionable 
effectiveness: 95 percent of NotPetya’s economic effect could be 
characterized as off-target—a subject explored in more detail later.60 
Once a cyber weapon is off the leash, so to speak, the fear that it could 
spread rapidly and cause damage to accumulate significantly is the 
first step toward worrying about reprisals, escalation, and even the 
prospect of a kinetic response (although “none of these admittedly 
worrying cyberattacks has ever warranted an armed attack with kinetic 
weapons in response”61).

In addition to concerns about an uncontrolled cyber weapon is 
the prospect of a response by a victim of such an attack—whether 
intentionally targeted or accidentally impaired. The prospect that “a 
cavalier attitude toward cyberspace could lead to long-term disruption 
with serious economic and political consequences”62 has led some to 
take a more cautious view. This is especially the case in the U.S., with 
the suggestion that “the United States should forego opportunities 
for OCO [offensive cyber operations] and cyberespionage, because 
the system is too fragile to survive if the dominant state is insensitive 
to the fallout from its own self-serving actions.”63 This stands in stark 
contrast to kinetic engagements where such fallout has occurred—
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including the war in Afghanistan (“[F]or the United States … the most 
protracted war in history—longer than World War I, World War II, and 
Vietnam combined”64) and potentially $3 trillion in U.S. costs for the 
war in Iraq.65

The rather rich historical record mentioned tends to be overlooked 
when policymakers and stakeholders are faced with the fear of inviting 
retribution or even attack because a cyber weapon has overshot its 
mark. In fact, perhaps counterintuitively, the predictability of traditional 
capabilities—from economic coercion to kinetic strikes—may seem 
preferable in comparison to the perceived uncertainty of cyber 
weapons, even though cyber weapons have never caused mass harm 
or meaningful destabilization. States have far more experience with 
kinetic capabilities, even if that includes a risk of overreach, collateral 
casualties, or other unintended consequences. 
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More than two decades of immense focus on counterterrorism have 
impacted the ability of the U.S. government to refine its approach 
to national cyber security strategy—both in the military security 
space and more broadly. Independent research conducted in the 
academic community, though, suggests that cyberwar and non-war 
offensive cyber operations historically have not been economically 
impactful. However, the belief that they could be both widespread 
and uncontrollable—a fear fueled by the likes of NotPetya66—has led 
to concerns about the potential widespread use of cyber weapons, 
unnecessarily restricting their use. To help address this taboo and 
demonstrate that offensive cyber operations could be used more 
liberally without the prospect of unintended economic harm, a review 
of the economic effects of historical cyber catastrophe events can be 
used as a proxy (and a worst-case scenario) for cyberwar, given that 
no historical cases of cyberwar 
have risen to the levels necessary 
to be captured in the historical 
record for cyber catastrophes. 

A review of the historical data 
set of major cyber catastrophe67 
revealed the instances in which 
such events were affected by 
state actors or proxies likely 
working on their behalf. Each of 
those events examined in case 
study form shows how they 
relate to a central research question: Is the use of cyber operations 
unnecessarily constrained by the belief that they could cause too much 
harm, intentionally or otherwise? The data set revealed only three 
cases of cyber catastrophe initiated by state actors or their proxies 

Methodology

Methodology

More than two decades 
of immense focus on 
counterterrorism have 
impacted the ability of the 
U.S. government to refine its 
approach to national cyber 
security strategy—both in the 
military security space and 
more broadly.  
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that met the necessary criteria: Yaha (2003), WannaCry (2017), and 
NotPetya (2017). These three events represent the available historical 
record of state-induced cyber catastrophe. That record provides event 
characteristics and economic effects, event consequences as they 
relate to cyber operations taboos, and finally, lessons learned regarding 
the future use of cyber weapons.
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Historical Economic Impact Analysis

The presumed potential for offensive cyber operations to 

cause extensive economic harm—intended or otherwise—is well 

established.68 The notion that the interconnected nature of systems 

today facilitates transmission ostensibly implies that a bad actor’s 

efforts can scale easily, causing economic damage to accumulate 

quickly and to deleterious effect. Although there have been few 

cases where state actors have affected widespread harm—and in fact, 

few cases where cyberattacks of any kind have caused widespread 

harm—the fear persists that the “big one” has “yet” to occur.

Among the reasons for this fear of propagation and impact is 

the 2017 NotPetya attack, although the concept can be traced back 

as far as the Morris Worm. Incorrectly called, even at the time, the 

“most destructive and costly cyber-attack in history”,69 NotPetya 

was actually a below-average cyber catastrophe as measured by 

economic harm at then-current $10 billion in damage (see Table 1). 

However, the risk of propagation as a potential driver of offensive 

cyber operations’ unanticipated outcomes feared today is rooted 

in this lived experience, with similar concerns related to WannaCry. 

Of course, NotPetya is a rare (recent) exception; the vast majority 

of cyberattacks and operations have minimal impact.70 The 873 

items listed in the Council on Foreign Relations’ (CFRs’) Cyber 

Operations Tracker are both forgettable and forgotten.71 That alone 

casts considerable doubt on the continued relevance of the cyber 

operations taboo. Furthermore, the 24 cyber catastrophes previously 

referred to (and detailed in Table 1) reflect a small (and sometimes 

non-overlapping subset of the CFR database) collection of events 

relevant per economic impact, although one could call many of them 

forgettable and forgotten, as well. 
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CYBER CATASTROPHE ECONOMIC IMPACT ANALYSIS
Since 1998, there have been 24 instances of cyber catastrophe, 

hewing to the definition in the research methodology, above. In 
aggregate, they represent $357 billion in economic damage,72 at 
an average of $14.9 billion per event and $12.7 billion per year. By 
comparison, natural disaster economic damage from 2024 alone 
reached $320 billion,73 89.6 percent of the aggregate cyber loss 

Table 1: Historical Cyber Catastrophe Losses (1998–2025)

  Event Year Loss at the Time Inflation-Adjusted Loss (2025)

MyDoom 2004 $38,000,000,000 $72,811,929,537

SoBig 2003 $37,000,000,000 $73,022,700,912

Klez 2001 $19,800,000,000 $41,456,803,007

ILOVEYOU 2000 $15,000,000,000 $32,348,869,013

Yaha 2003 $11,100,000,000 $21,709,451,622

Swen 2003 $9,200,000,000 $18,058,316,577

StormWorm 2007 $10,000,000,000 $17,535,060,531

Minmail 2003 $8,900,000,000 $17,466,240,623

Conficker 2008 $9,100,000,000 $15,913,067,432

NotPetya 2017 $10,000,000,000 $13,047,731,838

Zeus 2007 $3,000,000,000 $5,260,518,159

WannaCry 2017 $4,000,000,000 $5,219,092,735

CodeRed 2001 $2,400,000,000 $4,711,000,342

Melissa 1999 $1,500,000,000 $2,887,675,707

Chernobyl 1998 $1,000,000,000 $2,287,927,676

Nimda 2001 $1,500,000,000 $3,140,666,894

SirCam 2001 $1,250,000,000 $2,617,222,412

SQL Slammer 2003 $1,200,000,000 $2,368,303,813

Crowdstrike 2024 $1,700,000,000 $1,700,000,000

Change 
Healthcare 2024 $1,600,000,000 $1,600,000,000

CDK 2024 $12,000,000,000 $1,000,000,000

MOVEit 2023 $1,000,000,000 $1,000,000,000

CryptoLocker 2013 $665,000,000 $976,574,919

Sasser 2004 $500,000,000 $958,051,704

Source: Author, “Rewriting History: Understanding Historical Catastrophic Cyber 
Economic Losses,” Journal of Strategic Competition 2, no. 1 (2026).
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in Table 1. While these numbers may look substantial, they pale in 
comparison to other economic losses associated with other forms 
of disaster (e.g., natural disasters74), and a recent analysis of cyber 
catastrophe losses relative to gross domestic product (GDP) shows 
that the events in Table 175 largely fail to meet materiality thresholds.76

Of the 24 events listed, only three (12.5 percent) involved or likely 
involved offensive cyber operations affected by state actors or non-
state actors acting on behalf of states (absent ransomware gang 
activity) in order to advance a political or military agenda: WannaCry, 
NotPetya, and potentially Yaha; although Yaha may have been the 
work of non-state actors seeking to show support. Table 2 shows the 
drivers or causes of each of the events in Table 1, revealing just how 
infrequently state actors or their proxies cause significant economic 
harm via the cyber domain.

As Table 2 shows, the economic impact of state-affected cyber 
operations has been quite small. The three events from Table 2 
discussed above—NotPetya, WannaCry, and Yaha—amount to an 
inflation-adjusted $40 billion, only 11.2 percent of the aggregate 
economic loss from the 24 events in Table 1. Interestingly, Yaha 
accounts for more than half that amount, despite receiving far less 
media and academic attention than WannaCry and NotPetya. Of 
course, one could ascribe the higher loss sustained from Yaha (2002–
2003) to the prevailing threat and economic loss environment at the 
time, recognizing that 91.4 percent of the economic damage captured 
in Table 1 came before 2009. The drop-off in impact per event after 
2009—with NotPetya and WannaCry the only major economic losses 
since then—suggests that economic scale has become harder to 
achieve through cyber operations. 

State-affected cyber catastrophes represent a small subset of cyber 
catastrophes, cyber operations, and catastrophic forms of economic 
loss. Non-catastrophic events are smaller still, in economic terms. As 
mentioned, there are no historical instances of cyber operations that 
have caused meaningful economic harm, aside from the three captured 
in Table 1 and discussed in detail following.
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Event Name Year Actor/Cause State 
Actor Notes

Crowdstrike 2024 System failure No This event was the result of 
internal error.1

CDK 2024 BlackSuit2 No Ransomware

Change 
Healthcare

2024 BlackCat/ALPHV3 No Ransomware

MOVEit 2023 Cl0P4 No Ransomware

NotPetya 2017 GRU/Russia5 Yes This event qualifies as an 
offensive cyber operation 
by a state actor.

WannaCry 2017 Lazarus Group/North 
Korea6

Yes Although one could call 
the motive financial, it was 
believed to be minimally 
effective in generating 
income.7 It is not unusual 
for North Korean state 
actors to engage in activity 
that generates revenue for 
the government.

CryptoLocker 2013 CryptoLocker was 
crated by a criminal 
organization led by 
Evgeniy Bogachev.8

No This was motivated by 
profit.

Conficker 2008 A group of Ukrainian 
actors (and one Swede) 
were identified as being 
behind Conficker.9

No The motivation was 
presumably financial, given 
that Conficker propagated 
“scareware.”

StormWorm 2007 The author is unknown 
but is believed to have 
commercial motives.10

No The author is believed to 
have likely been in Russia. 
Further, the actors are 
likely to be loosely affiliated 
rather than an organized 
crime operation.11

Zeus 2007 The author is unnamed 
but known to be a 
criminal actor. 12

No  

MyDoom 2004 It is believed to have 
been created by a 
spammer (similar to 
Minmail but likely 
unrelated).13

No  

Sasser 2003 Sven Jaschan created 
this and other worms.14

No The creator was 
prosecuted.

SoBig 2003 It was believed to 
have been written by 
spammers.15

Unlikely  

Table 2: Drivers/Causes of Major Cyber Catastrophe Events 

Source: Author. See Appendix for references.
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Event Name Year Actor/Cause State  
Actor Notes

Yaha 2003 Indian hackers 
in support of the 
Indian government, 
although any 
further relationship 
would be 
speculative.16

Maybe The attack against Pakistan 
did come during a period of 
conflict, although whether this 
could be attributed to a state 
actor or the direction of non-
state actors by a state actor 
remains speculative at best. 
The virus was launched in 
2002 but had broader effects 
unrelated to its initial use 
through 2003.17

Swen 2003 Actor/creator 
information is not 
available.

Unknown It is believed to come from an 
author of other malware.18

Minmail 2003 Actor/creator 
information is not 
available.

Unknown  

SQL Slammer 2003 Created by David 
Litchfield, but 
deployed by an 
unknown bad 
actor.19

Unlikely The code was reportedly 
taken from a public demo and 
deployed.

Klez 2001 Actor/creator 
information is not 
available.

Unknown All that is known is that it 
originated “possibly in China 
or Hong Kong.”20

CodeRed 2001 Actor/creator 
information is not 
available.

Unknown  

Nimda 2001 Actor/creator 
information is not 
available.

Unknown Per The Register: “Actor/
creator information is not 
available.”21

SirCam 2001 Actor/creator 
information is not 
available.

Unknown FBI likely did not 
investigate.22

ILOVEYOU 2000 Onel de Guzman23 No The individual was not 
prosecuted, and his 
motivation remains unclear.

Melissa 1999 David Lee Smith24 No The individual actor was 
convicted and sentenced to a 
20-month sentence.

Chernobyl 1998 Chen Ing Hau 
(university 
student)25

No The individual actor was never 
convicted of a crime.

Table 2: Drivers/Causes of Major Cyber Catastrophe Events (continued)

Source: Author. See Appendix for references.
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CASE STUDY 1: YAHA
Little information is available on the Yaha cyber catastrophe, having 

occurred in 200377 and involving operations initially outside the U.S. 
and Western Europe. Yaha featured in cyber engagements between 
India and Pakistan in 2002 and 2003, although the spread of the worm 
reached beyond their respective borders as it would use “innocent” 
computers to launch denial of service attacks.78 The use of Yaha as part 
of a broader conflict has been characterized as “political protest”79 and 
“cyber revenge.”80 Whether the attacks were cyberwar or directed by 
state actors is difficult to determine, but they were used for political 
purposes during a period of hostility.81 The political motivation is 
sufficient to consider Yaha as state-related, even if it may not be as 
direct a connection as WannaCry or NotPetya.

The effects of Yaha on states and victims unrelated to the tension 
between India and Pakistan clearly represent an instance of cyber 
conflict spilling over beyond the intended targets. After several months 
of being limited to the combatant states and then to victims in the 
Middle East, the virus began to spread more aggressively at the end of 
200282 and into the beginning of 2003.83 The damage was limited to 
“nuisance activity,”84 which can be characterized as impeding business 
activity and requiring the diversion of resources for remediation. While 
the potential impact may not seem cataclysmic when conveyed in that 
manner, Yaha was the fifth most impactful cyber catastrophe since 
1998, in economic terms according to the data in Table 1. It’s estimated 
damage of $11.1 billion in 2003 translates to approximately $21.7 billion 
today—or roughly 50 percent greater than that of NotPetya (similarly 
adjusted for inflation). 

What stands out about Yaha is the size of its worldwide economic 
impact relative to the source and origins of the attack. It began as part 
of a regional conflict between India and Pakistan, and most of its rather 
significant economic impact landed elsewhere—a trend evident in 
WannaCry and NotPetya as well. In this manner, Yaha fits with the 
Morris Worm tradition regarding unintended consequences, and more 
importantly, it does so within the context of weaponization by a state 
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actor. Yaha represents an instance of severe spillover outside the 
conflict or campaign in which it was used. The spread of impact  
and proportion of it that could be characterized as off target  
speaks to fears of cyberattacks being uncontrollable, not to mention 
the prospect of errant impact creating the risk of diplomatic or  
military consequences. The unintended harm caused by Yaha could be 
construed as either a cyberattack or the saliently inappropriate and 
irresponsible use of a cyber weapon. In either instance, reprisals could 
be perceived as appropriate, which could then come during the 
preexisting tension associated with an ongoing conflict. Essentially, a 
state likely does not want to contend with diplomatic pressure from 
other states (particularly those that may be more influential) while it is 
actively engaged in hostilities. Of course, that risk did not materialize. 
Despite the significant spillover from the Yaha virus, there is no 
documented historical indication of state activity or response. Even 
when Yaha became “the most common viral menace of the Internet”85 
in July 2003, it did not appear to rise to a state-level concern outside 
the combatants—unlike NotPetya,86 Colonial Pipeline,87 Kaseya,88 and 
others much later.

While consistent with the spillover risk that has helped make 
offensive cyber operations somewhat taboo, Yaha’s legacy is 

Fear of “spillover” risk—unintended victims outside the original target—has long 
served as a taboo that prevents military leadership from utilizing cyber as a de-
escalatory form of irregular warfare. Historical case studies like Yaha demonstrate 
that even when a state-sponsored attack is almost entirely off-target, it rarely 
crosses the threshold of economic relevance or triggers a diplomatic or kinetic 
response. (AI-generated Adobe Stock image by miss irine)
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far smaller than its relative economic impact. This may seem 
counterintuitive, but Yaha came during the busiest year for cyber 
catastrophes, with five events (the most for a single year since at 
least 1998) resulting in aggregate economic damage of $130.6 billion, 
adjusted for inflation (also the most for a single year since at least 
1998)—according to the data in Table 1. So, this event is easily absorbed 
by the wider impact of cyber catastrophes that year. Additionally, the 
damage was not sufficient to create a legacy or learning opportunity, 
and it came early enough in the cyber domain’s history that further 
maturation naturally made its lessons less relevant. 

If Yaha is an example of the risk of cyber impact from a conflict 
spilling over into unintended victims and regions, then it is also an 
example of how high the threshold is for such spillover to be relevant. 
Yaha was largely off-target and, in comparison to other cyber 
catastrophes, quite impactful. Adjusted for inflation, it was larger than 
WannaCry and NotPetya combined (per the data in Table 1). Spillover 
risk occurred, and the taboo was tested. Although the absolute 
severity of the spillover paled in comparison to its relative severity, the 
lessons of Yaha have been forgotten. This is despite the fact that the 
event represents more than half the economic damage caused by state 
actor-induced cyber catastrophe and still failed to become memorable, 
suggesting that the spillover risk of offensive cyber operations is 
perhaps overstated.

CASE STUDY 2: WANNACRY
It is easy to dismiss Yaha as from a different era. That cyber 

catastrophe occurred more than 20 years ago, and growth of the 
internet and how it is used have both expanded significantly. Yaha 
occurred closer in time to the Morris Worm than present day (2025), 
and in fact, it is nearly equidistant temporally between the Morris 
Worm and WannaCry (and NotPetya). Although the lessons of Yaha 
are relevant to the discussion of spillover risk, cyber operation taboos, 
and the tangible limits on their consequences, more recent examples 
better reflect the cyber operational environment today—not to 
mention the nature of the consequences of spillover risk: that leaves 
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WannaCry and NotPetya, back-to-back state actor-induced cyber 
catastrophes in 2017. 

WannaCry by North Korea’s Lazarus group was not an act of war or 
even economic coercion but rather a likely attempt to generate income 
for the regime. Using code from the leaked EternalBlue capabilities 
developed by the U.S. National Security Agency,89 WannaCry failed in 
its original purpose, yielding only £108,95390 ($144,05491). However, it 
vastly overshot its original target and ultimately caused an estimated 
$4 billion in economic harm worldwide. While it caused a considerable 
amount of economic harm relative to its initial intent, the primary 
issue with WannaCry is that the operators lost control of the tool.92 
According to analysis by Eugene Kaspersky, more than 70 percent 
of the impact of WannaCry was borne by victims in Russia, which 
would have been an odd choice of target for North Korea, given the 
occasionally close relationship between the two states.93 The U.S., 
United Kingdom, and other western powers did not feature among the 
top twenty victims. This outcome speaks to the likelihood of a spillover 
effect from an uncontrolled cyber weapon, engaging the same taboo 
as Yaha 14 years earlier. The spillover from WannaCry thus fed the 
narrative that cyber capabilities can be difficult to harness, direct, 
and manage, which can make them unwieldy and risky to use—even 
though it was only the second such attempt at weaponization to lead 
to widespread spillover consequences. 

While WannaCry’s impact remained relatively small worldwide, 
the real impact of WannaCry with regard to the spillover taboo 
comes from fear of how much worse it could have been if guided 
by the intention to cause harm.94 Again, this refers to the power of 
imagination, as discussed by Lewis, with regard to cyber catastrophe 
risk.95 WannaCry could have been worse if it had involved a zero-
day vulnerability,96 one could claim, or if it had not had a kill switch.97 
If it had propagated into the U.S. and United Kingdom instead of 
Russia, the economic impact presumably could have been greater. It 
is important to remember that such alternative outcomes remain the 
domain of the imagination, though. To imagine what WannaCry would 
have accomplished with zero-day vulnerabilities invokes a meaningful 
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chain of prerequisites that cannot be taken for granted. The same is 
true of where it propagated and what the tangible benefit of the  
kill switch was. Ultimately, the factors that led to the malware’s  
“[a]ccidental death”98 must be taken at face value, and while 
some amount of counterfactual analysis is both acceptable and 
prudent, it must be grounded in the basic facts of the case, with 
broader deviations requiring specific justification. Even taking the 
counterfactual scenarios at face value and assuming that WannaCry 
would have been three, five, or even 10 times more severe than it 
actually was, had it involved zero-day vulnerabilities or lacked an easily 
accessed kill switch. This would result in an economic impact ranging 
from $12–40 billion in 2017 U.S. dollars—yet the economic effect still 
would have been small, with Yaha near the middle on an inflation-
adjusted basis. 

Regardless of whether WannaCry could have been worse, it was 
one of the most significant cyber catastrophes since 1998 in economic 
terms, and it clearly led to spillover effects—interestingly affecting 
a state largely aligned with (or at least sympathetic to) the actor. 
While the Yaha case raised the question of what spillover means for 
non-combatants, WannaCry has led one to ask what happens when 
spillover affects friendly (if not allied) states—and the answer is 
nothing. In fact, Russia’s messaging after the event was designed to 
alleviate any perceived pressure on North Korea by shifting the focus 
of attribution to the U.S., which Russia claimed “officially blamed North 
Korea.”99 This comes despite the fact that Russia saw several major 
institutions affected, including “the Russian Emergencies Ministry, 
Interior Ministry, the Russian Railways company and one the country’s 
biggest banks, Sberbank, as well as the Megafon and Vympelcom 
mobile phone operators.”100 However, not only did no such stern 
warning come, Russia even provided North Korea with some  
helpful messaging, claiming that “US authorities officially blamed  
North Korea.”101

Despite being called “at the time, the worst cyberattack in history,”102 
was not even the worst of the previous decade, and it was by far the 
least severe of the three cases of state-affected cyber catastrophe 
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being analyzed here. Any concerns about spillover risk were clearly 
misplaced, and although the attack did cause multiple billions of 
dollars in economic damage, it was far from sufficient to warrant any 
sort of major state-level response. White House statements103 and a 
criminal complaint104 were largely the extent of the official response. 
Fears that spillover could elicit a direct response from a major 
adversary (like the U.S.) or even a stern warning from Russia  
failed to materialize.

Like Yaha, the WannaCry case shows that such runaway attacks are 
less impactful than may be feared. After all, $4 billion in worldwide 
economic damage is small in comparison to other cyber catastrophes, 
let alone to major drivers of catastrophic economic harm (like natural 
disasters).105 Even an event orders of magnitude larger—an assumption 
made with no support required—would still have fallen far short of 
any realistic threshold of economic relevance. WannaCry affected 
North Korea’s adversaries and partners, and in doing so elicited a 
response that can be charitably described as negligible.106 In fact, 
NotPetya was orders of magnitude larger than WannaCry, led to 
considerable spillover, and still did not lead to the sort of response that 
contributes to the taboo associated with offensive cyber operations. 
Cyber operations conducted by the long-standing adversaries of the 
U.S. have captured widespread attention, in a manner similar to the 
era of CT, when intense national focus and public anxiety dominated 
discourse. Today, the political narratives surrounding Russia and  
North Korea, for example, command a similar degree of fascination  
and influence.

CASE STUDY 3: NOTPETYA
NotPetya is often considered one of the largest and most impactful 

events to have occurred in the cyber domain, although some of that 
is the result of hyperbole.107 Perhaps because of the language used to 
describe the event, NotPetya’s influence on the perception of cyber 
risk and cyber operations is difficult to dispute. The attack engineered 
by Russia’s GRU (similar to the U.S. Defense Intelligence Agency) was 
intended for Ukraine in 2017, three years after the initial invasion and 
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attendant IW operations.108 While it did ultimately impact up to 0.5 
percent of Ukraine’s GDP,109 the effects were more impactful outside 
the country, where victims bore approximately 95 percent of the $10 
billion in economic consequences.

The gap between on- and off-target economic effect is clearly 
linked to the fact that, like WannaCry, the actor lost control of the 
tool. Furthermore, like WannaCry, the spillover effects resulting from 
that loss of control over NotPetya were not significant economically, 
despite the many and vociferous claims to the contrary. While the 
attack was indeed noteworthy—particularly coming on the heels of 
WannaCry and its roots in EternalBlue110 —its economic impact was 
utterly manageable. However, it did gain enough notoriety to drive 
questions about the risks associated with cyber operations by virtue of 
the fact that its propagation did result from a salient loss of control of 
the weapon.111 

The similarities among NotPetya, WannaCry, and Yaha are clear. 
They represent the use of cyber weapons by state actors who 
ultimately lost control of the attacks and caused a significant amount 
of unintended and off-target damage. However, to view NotPetya 
as simply a larger WannaCry or western Yaha would be to miss the 
most important lessons available from the event. Unlike WannaCry 
and Yaha, the crucial difference of NotPetya is that it caused harm to 
the aggressor state. The fear of a cyberattack by one state affecting 
its own citizens and impairing its own cyber and economic security 
can be powerful. Policymakers, defense officials, and other security 
stakeholders would likely not welcome the prospect of having to 
explain to the communities they protect how they inadvertently 
became the aggressors. Although the psychological aspects of this 
fear are meaningful, they represent a topic for future research. Within 
the scope of the economic ramifications of state-affected cyber 
catastrophe, the tangible effects of such self-harm are evident from 
NotPetya—and they are not large.

It is difficult to determine what portion of the economic impact was 
borne by Russia itself, but some indicators are available. It is known 
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that several Russian companies were indeed affected by NotPetya, 
including Rosneft and Sberbank, although the damage was not 
meaningful.112 In fact, Russia even used the damage it sustained itself to 
claim victimhood and support its innocence.113 It is of course believed 
that Russia was the actor,114 but the damage to itself was problematic 
for the cyber operations community worldwide. A loss of control 
that swings back to the attacker takes the problems associated with 
unintended consequences and makes them a domestic matter.

The first question associated with potential self-harm risk in cyber 
operations, specifically with regard to NotPetya, is the extent to which 
the harm was meaningful, even when the attacker lost control of the 
weapon. Approximately half the worldwide economic damage from 
NotPetya can be attributed to specific companies: Merck115 ($2 billion), 
St. Gobain116 ($1 billion), FedEx/TNT117 ($1 billion), and Maersk118 ($300 
million) alone get to $3.3 billion—with another $560 million caused 
to Ukraine. A series of smaller victims, including Mondelez, St Gobain, 
DLA Piper, and Reckitt Benkeiser, likely brings the total closer to $5 
billion.119 This means that the impact to Russia was below $5 billion—
and likely much further below that level, given that the companies 
affected in Russia are not believed to have sustained significant 
impact.120 Further, the total economic harm sustained by Russia in 2017 
is estimated to have been $1.85 billion,121 a total that spans WannaCry, 
NotPetya, BadRabbit, and other attacks. With Russia affected heavily 
by both WannaCry and BadRabbit,122 there is a natural limit on the 
amount of harm that could be attributed to NotPetya. Overall, it is easy 
to conclude that the economic effects from its own experience with 
NotPetya victimhood were not significant.

The second question arising from this situation concerns the extent 
to which the effects could have been worse. Interestingly, the situation 
in Russia in 2017 is directly relevant. It was a tough year for the country, 
with the $1.85 billion in economic harm referenced indicative of a high 
rate of cyberattack frequency and severity.123 Although the aggregate 
economic harm visited upon Russia in 2017 was small within the 
context of cyber catastrophe losses in general—not to mention other 
forms of loss, like natural disasters—it was focused in one year and 
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concentrated on one country. One could construe this as meaningful. 
Within that context, the effects were still not cataclysmic. In the end, 
this suggests that even a much worse outcome still would not have 
been material economically. 

What is clear is that the taboo associated with accidental self-harm 
from the use of cyber weapons appears to be overstated. First, the risk 
appears to be quite rare, at least for events with any meaningful scale. 
Table 1 offers no clear instances of self-harm from the loss of control 
of a cyber weapon aside from NotPetya. Further, as demonstrated, 
the likely economic damage to Russia was minimal—and would have 
remained minimal even in a worst-case outcome.

The risk of spillover from uncontrollable cyber weapons—whether 
to adversaries, the attacking state, or unrelated parties—is historically 
rare and minimal. Since 1998, it has only happened three times, and 
even the worst such events (Yaha) were limited in the damage they 
caused. The question that results, then, is not about the potential harm 
that can come from errant cyberattacks but whether the taboo should 
be sunset, restrictions on the use of cyber weapons loosened, and 
commanders empowered to turn to the cyber domain more readily.
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The limits associated with the offensive cyber toolkit are defined 
by a perception of the domain that has been demonstrated to be 
inaccurate. The depth and maturity of the research that supports 
the need to remove the offensive cyber stigma has only grown 
over the economic effects of cyber catastrophe124 as a mechanism 
for contextualizing offensive cyber operations such as WannaCry 
and NotPetya. In fact, constraints on the circumstances in which 
commanders can turn to offensive cyber operations necessarily results 
in alternatives that may not be suited to certain circumstances, to 
include the potential use of kinetic warfare (even on a limited basis) 
where cyber operations could be used more effectively and without 
the permanence associated with traditional weapons. 

Part of the challenge is that, although cyber operations fall under the 
same authorities as traditional military engagement, they are often not 
leveraged optimally regarding adversaries and adversary activity in the 
cyber domain. The challenges associated with understanding second-
order effects when assessing operations from a legal perspective 
have been an impediment—although now addressed through the 
quantification of past state-actor cyberattacks with proportionately 
significant spillover. The result has been a tendency toward intelligence 
collection and other forms of cyber espionage, which have been 
identified by some as a better use of cyber capabilities, given that 
“many cyber weapons can only be used once.”125 

Furthermore, traditional (kinetic) alternatives may be simply easier 
to engage. Utilizing the cyber toolkit against adversary nations likely 
falls under special authorities, such as those relating to unconventional 
warfare or covert action—requiring significant approvals at the 
executive or congressional level. While this may be consistent with 
other unconventional or irregular capabilities, it still represents a 
divergence from known operational capabilities and lived experience. 

The Case for Expanded Use of Cyber Operations

The Case for Expanded Use of  
Cyber Operations
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Rethinking legislative authorities to more regularly leverage cyber 
operations in a tactical sense at a lower level could fill an important 
gap to attain a particular result.

As a result of the familiarity with kinetic alternatives and the 
accepted uncertainty in regard to the use of cyber operations, the 
unwarranted fear of potential cyber operations impacts could lead to 
the use of more dangerous alternatives—if for no other reason than 
that they are more familiar. As a result, cyber operations concerns 
that have led to their limited use have actually contributed to a 
more dangerous world. Leaning into conservatism in the face of the 
seemingly unknown does not, in this case, yield a better-safe-than-
sorry result. It does the contrary. 

Historically, the absence of hard data reflecting economic damage 
associated with offensive cyber operations and the deployment of 
cyber weapons has made it easier to take a conservative approach. 
Few operations by state actors have had material economic 
consequences, and those consequences can only be seen as significant 
within the context of cyber catastrophes, which in general have had 
relatively little economic impact. In fact, the general ineffectiveness 

U.S. Marine Corps Pfc. Tobby Langston, left, a native of Colorado, and Pfc. Trevor Uken, 
a native of Kansas, and Lance Cpl. Benjamin Olson, a native of Virginia, all cyberspace 
warfare operators with 3d Cyber Warfare Company, III Marine Expeditionary Force 
Information Group, discuss strategies during the Marine Corps Cyber Red Zone 26-1 
event at Camp Courtney, Okinawa, Japan, Oct. 29, 2025. (U.S. Marine Corps photo by 
Lance Cpl. John-Paul Haubeil)
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of cyber weapons, which “are unlikely to have any impact in a few 
years’—or even less—time”126 as well as the reversibility of those 
weapons,127 speaks to an 
impermanence of impact without 
regard to whether their victims 
were reached intentionally or 
otherwise. The result is a lower 
level of risk associated with the 
use of such weapons, to include 
when their use goes awry. 

The fact that cyber capabilities 
are “not likely to serve as the final 
arbiter of conflict in an anarchic 
world,”128 suggests a broader 
prospective use for them, and 
to this end, a niche for offensive 
cyber operations within the 
IW toolkit has clearly begun to 
emerge. There is an opportunity 
to use offensive cyber operations 
more frequently as a tool to make room for diplomacy—rather than 
as a “continuation of political intercourse with an admixture of other 
means.”129 The use of offensive cyber operations can serve as a 
precursor to diplomacy, a way to buy time for further negotiation, 
or as a coercive capability engagement intended to demonstrate a 
superiority in the cyber domain that simply makes it advantageous for 
the target state to reconsider negotiation. 

The fact that cyber operations may be a third option does not 
preclude them from becoming an early consideration for SOF use 
or broader applications, particularly with suggested models for 
further integration between SOF and cyber units.130 An improved 
understanding of how cyber operations can help advance strategic 
objectives is useful, but to remove the taboo associated with them 
is more important in the near term. The misunderstanding of what 
could go wrong has become an impediment to optimizing coercive 

The misunderstanding of 
what could go wrong has 
become an impediment 
to optimizing coercive 
capabilities and using them in 
a targeted, incisive, and non-
escalatory manner. As the 
five case studies mentioned 
demonstrate, there is plenty 
that can go wrong in cyber 
operations—but nothing 
that rises to the point where 
cyber operations should be 
constrained.
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capabilities and using them in a targeted, incisive, and non-escalatory 
manner. As the five case studies mentioned demonstrate, there is 
plenty that can go wrong in cyber operations—but nothing that rises to 
the point where cyber operations should be constrained.
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Cyber operations are not only here to stay—they should become 
more common. Historically believed to be unwieldy and uncontrollable, 
the evolution of cyber weapons, their use, and impact demonstrate not 
only the contrary but that the effects of their use tend to be limited 
and even de-escalatory. When cyber weapons do veer off target—to 
co-opt the language of traditional weapons—the collateral damage is 
far less severe than feared. Moreover, it is certainly less severe damage 
caused by errant bombs. Rather than fearing an unknown scale of 
unintended consequences, it is 
instead time to evaluate potential 
offensive cyber operations  
based on what weapons, 
operators, and domain do well. 
There are clear cases for cyber 
operations, and the best 
capability for each mission  
and domain should be used.

To start, this means that cyber 
operations stakeholders and their 
commanders need to start to 
believe what they see. There is no 
shortage of empirical evidence as 
to the limited effectiveness of 
cyber weapons and cyber warfare. The worst mistakes neither caused 
carnage nor triggered escalatory behavior (let alone retaliation), as 
WannaCry and  
NotPetya both show. Cyber operations can work well, and they  
can fail manageably. 

To overcome the stigma associated with cyber operations, 
understanding and experience is crucial. The former makes it easier to 

Conclusion

Conclusion

Rather than fearing an 
unknown scale of unintended 
consequences, it is instead 
time to evaluate potential 
offensive cyber operations 
based on what weapons, 
operators, and domain do 
well. There are clear cases 
for cyber operations, and 
the best capability for each 
mission and domain should 
be used.
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deploy cyber capabilities in third-option scenarios, and the latter 
demonstrates that the legacy fears associated with the cyber domain 
are unfounded. There is no substitute, frankly, for letting the operators 
operate. In doing so, the potential for a virtuous cycle emerges, in 
which experience validates knowledge—which feeds future experience. 
Several iterations of this virtuous cycle would thus result in the ready 
adoption and improved use of the most important IW resource that is 
not being used enough. 
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Appendix

Appendix

Event Name Year Actor/Cause State 
Actor Notes

Crowdstrike 2024 System failure No This event was the result of 
internal error.1

CDK 2024 BlackSuit2 No Ransomware

Change 
Healthcare

2024 BlackCat/ALPHV3 No Ransomware

MOVEit 2023 Cl0P4 No Ransomware

NotPetya 2017 GRU/Russia5 Yes This event qualifies as an 
offensive cyber operation 
by a state actor.

WannaCry 2017 Lazarus Group/North 
Korea6

Yes Although one could call 
the motive financial, it was 
believed to be minimally 
effective in generating 
income.7 It is not unusual 
for North Korean state 
actors to engage in activity 
that generates revenue for 
the government.

CryptoLocker 2013 CryptoLocker was 
crated by a criminal 
organization led by 
Evgeniy Bogachev.8

No This was motivated by 
profit.

Conficker 2008 A group of Ukrainian 
actors (and one Swede) 
were identified as being 
behind Conficker.9

No The motivation was 
presumably financial, given 
that Conficker propagated 
“scareware.”

StormWorm 2007 The author is unknown 
but is believed to have 
commercial motives.10

No The author is believed to 
have likely been in Russia. 
Further, the actors are 
likely to be loosely affiliated 
rather than an organized 
crime operation.11

Zeus 2007 The author is unnamed 
but known to be a 
criminal actor. 12

No  

MyDoom 2004 It is believed to have 
been created by a 
spammer (similar to 
Minmail but likely 
unrelated).13

No  

Sasser 2003 Sven Jaschan created 
this and other worms.14

No The creator was 
prosecuted.

Table 2: Drivers/Causes of Major Cyber Catastrophe Events 

Source: Author
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Event Name Year Actor/Cause State  
Actor Notes

SoBig 2003 It was believed to 
have been written 
by spammers.15

Unlikely  

Yaha 2003 Indian hackers 
in support of the 
Indian government, 
although any 
further relationship 
would be 
speculative.16

Maybe The attack against Pakistan 
did come during a period of 
conflict, although whether this 
could be attributed to a state 
actor or the direction of non-
state actors by a state actor 
remains speculative at best. 
The virus was launched in 
2002 but had broader effects 
unrelated to its initial use 
through 2003.17

Swen 2003 Actor/creator 
information is not 
available.

Unknown It is believed to come from an 
author of other malware.18

Minmail 2003 Actor/creator 
information is not 
available.

Unknown  

SQL Slammer 2003 Created by David 
Litchfield, but 
deployed by an 
unknown bad 
actor.19

Unlikely The code was reportedly 
taken from a public demo and 
deployed.

Klez 2001 Actor/creator 
information is not 
available.

Unknown All that is known is that it 
originated “possibly in China 
or Hong Kong.”20

CodeRed 2001 Actor/creator 
information is not 
available.

Unknown  

Nimda 2001 Actor/creator 
information is not 
available.

Unknown Per The Register: “Actor/
creator information is not 
available.”21

SirCam 2001 Actor/creator 
information is not 
available.

Unknown FBI likely did not 
investigate.22

ILOVEYOU 2000 Onel de Guzman23 No The individual was not 
prosecuted, and his 
motivation remains unclear.

Melissa 1999 David Lee Smith24 No The individual actor was 
convicted and sentenced to a 
20-month sentence.

Chernobyl 1998 Chen Ing Hau 
(university 
student)25

No The individual actor was never 
convicted of a crime.

Table 2: Drivers/Causes of Major Cyber Catastrophe Events (continued)

Source: Author
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